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Abstract: The Internet is the most essential tool for communication in today's world.  As a result, cyber-attacks are 

growing more often, and the severity of the consequences has risen as well. Distributed Denial of Service is one of the 

most effective and costly top five cyber attacks. Distributed Denial of Service (DDoS) is a type of cyber attack that 

prevents legitimate users from accessing network system resources. To minimize major damage, quick and accurate 

DDoS attack detection techniques are essential. To classify target classes, machine learning classification algorithms are 

faster and more accurate than traditional classification methods. This is a quantitative research applies Logistic 

Regression, Decision Tree, Random Forest, Ada Boost, Gradient Boost, KNN, and Naive Bayes classification 

algorithms to detect DDoS attacks on the CIC-DDoS2019 data set, which contains eleven different DDoS attacks each 

containing 87 features. In addition, evaluated classifiers’ performances in terms of evaluation metrics. Experimental 

results show that AdaBoost and Gradient Boost algorithms give the best classification results, Logistic Regression, 

KNN, and Naive Bayes give good classification results, Decision Tree and Random Forest produce poor classification 

results. 

 

Index Terms: DDoS Attacks, CIC-DDoS2019, Logistic Regression, Decision Tree, Random Forest, Ada Boost, 

Gradient Boost, KNN, Naive Bayes. 

 

 

1.  Introduction 

Distributed Denial of Service (DDoS) [1,2,3] is a powerful weapon used by cyber attackers to disrupt the web 

servers or system resources of legitimate users by flooding or crashing them from multiple sources with too much 

traffic. DDoS attacks have increased substantially in both volume and intricacy as a result of the significant increase in 

internet usage, notably with the commencement of the COVID-19 pandemic. The number of DDoS attacks per day has 

risen exponentially in the first half of 2021 compared to Q4 of 2020. According to Cisco, the overall number of DDoS 

attacks globally would reach 15.4 million by 2023.  According to NetScout, 50% of the DDoS attacks targeted financial 

organizations. Facebook, WhatsApp, and Instagram company servers shut down seven hours on 4th, October 2021, lost 

seven billion dollars, and Facebook CEO dropped one position in the billionaire’s list.  DDoS attacks not only bring 

down network resources, but they can also bring down the whole organization. It shows the importance of DDoS 

attacks detection and mitigation. 

Botnets are used by attackers to launch DDoS attacks. A botnet is a short form of a robot network. It is a network 

of computers controlled by the attacking party and made up of malware-infected zombies or bots. Here the attacking 

party is referred to as the bot-herder or bot-master. Bot-herders choose some bots as command and control servers. 

Command and control servers carry the instructions from bot-herders to bots. When bot-herders send attack-launch 

instructions, the bots carry out massive traffic to the victim machine. Because all bots are legitimate users, the attackers 

can hide their identities by using bot-nets. 

The three primary types of DDoS attacks are volume-based, protocol-based, and application layer-based attacks. In 

volume-based attacks, the attacker's primary goal is bandwidth saturation. Volume-based DDoS attacks comprise UDP 
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and ICMP floods. In protocol-based attacks, the attacker's original objective is to get access to server resources. 

Protocol-based DDoS attacks comprise SYN-floods, Smurf, and the ping of death. The attacker's primary goal in 

application layer-based attacks are the application interface of web sites. Application layer-based DDoS attacks 

comprise HTTP-flood and slow loris. 

To minimize the damage caused by DDoS attacks, it is necessary to detect them quickly and accurately. According 

to research on DDoS attacks, it is difficult because DDoS attacks are distributed in nature [4], they comprise large data 

sets, which makes detection more challenging [5,6]. The detection approaches are effective if the network traffic data is 

distributed normally, but data from computer networks have a non-Gaussian distribution. Machine learning 

classification algorithms [7] can handle these types of challenges more effectively than statistical and data mining 

methods.  

This section introduces the DDoS attacks, key participants of  the DDoS attack architecture, types of DDoS attacks 

and the research motivation and objective for detecting DDoS attacks. The related work is explained in part II of this 

paper, as well as the reason for using machine learning classification algorithms and the CICDDoS2019 dataset to 

detect DDoS attacks in this study. In section III of this paper, the methodology is explained, including datasets, 

preprocessing, and machine learning classification algorithms. The results and discussion are explained with 

experimental results in section IV of this paper. The study's conclusion is found in Section V of this paper. 

2.  Related Work 

Distributed Denial of Service (DDoS) is a network security threat that attempts to overload target networks with 

malicious traffic. Despite the fact that numerous DDoS attack detection methods have been developed by researchers 

for DDoS attack detection, one of the primary concerns remains the development of an accurate detection method. On 

the other hand, the availability of well-designed DDoS attack datasets are important for the evaluation of new DDoS 

attack detection methods. 

Laura et al. [8] proposed using entropy and frequency-sorted distributions of choosing a packet attribute to detect 

DDoS attacks. Based on aggregated NetFlow statistics, Hussein et al. [9] proposed solution uses the Z-score and co-

variance measurements to detect DDoS traffic as a divergence from regular traffic. For efficient detection of DDOS 

attacks, Benamar et al.[4] proposed a detection method based on the continuous ranked probability score statistical 

measure and the exponential smoothing scheme. The detection efficiency of these statistical detection methods is good, 

but the model construction takes a long time.  

To address the aforementioned issues, the detection of DDoS attacks using machine learning algorithms has 

gradually become the focus of research. Tanaphon et al.[10] proposed a method for detecting DDoS attacks using KNN, 

MLP, and SVM machine learning algorithms, and tested it on the KDD CUP 1999 and NSL-KDD datasets. Karan et 

al.[11] proposed a method for detecting DDoS attacks using  SVM machine learning algorithms, and tested it on the 

KDD CUP 1999 dataset. The accuracy of the machine learning method for detecting DDoS attacks is high, but the 

detection efficiency is low because the tested DDoS attack datasets do not contain all network features. 

This study uses the CICDDoS2019 dataset, which has all required network traffic features, to handle the 

aforementioned issue. This study tested logistic regression, decision tree, random forest, Ada boost, Gradient boost, 

KNN and Naïve Bayes  machine learning classification algorithms to detect DDoS attacks on CICDDoS2019 dataset. 

3.  Methodology 

The research aims to use machine learning classification algorithms to detect DDoS attacks. 

3.1.  Data Set 

The CICDDoS2019 data set is used in this study. It is a DDoS evaluation data set collected from the Canadian 

Institute for Cyber Security. It contains eleven different DDoS attack data sets with more than eighty features. Each data 

set contains millions of records. In this research, collected two lakhs records from each attack data set and combined 

them into a single data set. 

3.2.  Preprocessing 

To improve model generalizability, data pre-processing [12,13] is performed at the start of machine learning 

experiments. In Pre-processing, first removed socket features, next removed missing values records. Encoding the label 

data with ‘0’ for BENIGN class labels and ‘1’ for DDoS attacks class labels. Split the data 80:20 percentage of training 

and test the models accordingly. Standardize the training data for efficient classification. 

3.3.  Classification Algorithms 

Machine learning algorithms [14,15] are used to handle many network security issues because of their substantial 

advantages and advanced features, such as high accuracy, continuous development, and the ability to manage a vast 

amount of data. In this research, applied Logistic Regression, Decision Tree, Random Forest, Ada Boost, Gradient 

Boost, K Nearest Neighbors, and Naive Bayes classification algorithms on the data set to detect DDoS attacks. 
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A.  Logistic Regression 

The logistic function is used in the Logistic Regression (LR) classification algorithm [16,17]. The Logistic 

function also calls the sigmoid function. Sigmoid function is  
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Here z is the input which is the linear combination of weights and features.  

 

 
 

 values limits in the range [0,1]. It indicates that if z goes to infinity, the function becomes one, and if z goes minus 

infinity, the function reaches zero. 

B.  Decision Tree 

The Decision Tree classification algorithm [16,18] works as a human thinking ability while making a decision. The 

classification model is created by the decision tree algorithm, which generates a decision tree. Each branch descending 

from that node represents one of the possible values, and each node in a decision tree represents a test for a feature. 

Because the core structure of Decision Trees is unaffected by the values taken by each feature, they can function 

efficiently with unnormalized datasets. 

C.  Random Forest 

When dealing with a dataset with a huge number of features, the decision tree algorithm is prone to overfitting, 

which complicates the model and learning process. Random Forest (RF) classification algorithm [19,20] is an ensemble 

Decision Tree classification algorithm that incorporates several weaker models to build a more accurate one.   

D.  Ada Boost 

Adaptive Boosting (Ada Boost) [16,21] is the first boosting algorithm. It is an iterative ensemble classification 

algorithm that means weak learners grow sequentially and become strong ones. The classifier should be interactively 

trained using a variety of weighted training instances. It tries to provide an excellent fit for these instances in each 

iteration by minimizing training errors. 

E.  Gradient Boost 

Gradient Boost [22,23] is an ensemble boosting classification algorithm that combines several weak learners into 

strong learners. Gradient Boosting classification algorithm depends on the loss function. The gradient descent 

optimization procedure is used to determine the contribution of the weak learner to the ensemble.  

F.  K-Nearest Neighbors 

K-Nearest Neighbors (KNN) [19,16] is a non-parametric, the lazy classification algorithm that memorizes class 

labels rather than learning how to discriminate them.  Based on the distance metric, this algorithm finds the k samples 

which are closest to the point to classify. It uses the ‘Minkowski’ distance.  It's defined as   
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G.  Naive Bayes 

The Naive Bayes (NB) classification algorithm [2,24] is a statistical classification technique based on the Bayes 

theorem. The NB classifier implies that each feature is independent of the others and that they do not interact so that 

each feature contributes equally to the probability of a sample associated with a particular class. The NB classifier is 

easy to use and fast to compute, and it works well with huge datasets with high dimensionality. 

Carry out the experiments in this study with the Python programming language using sklearn, pandas and numpy 

libraries for classification algorithms processing and matplotlib and seaborn libraries for visualization of ROC-AUC 

curve on a Google Collab with 25 GB of RAM and a TPU environment. CICFlowMeter is network traffic flow 

generator tool used in this study to generate CSV files from extracted pcap files which are network traffic packet 

capture files.  

4.  Results & Discussion 

A collection of performance metrics is used to evaluate the effectiveness of classification algorithms [25] for 
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detecting DDoS attacks to see how well they classify attacks and benign classifications. 

4.1.  Confusion Matrix 

The actual and predicted values of label classes are displayed in a confusion matrix. It shows the four key values 

that are True Positive, False Negative, False Positive, and True Negative. These values are used to calculate the 

evaluation metrics. 

 

TRUE POSITIVE (TP): The amount of DDoS attacks properly identified by the classifier. 

TRUE NEGATIVE (TN): The number of BENIGN class labels accurately detected by the classifier. 

FALSE POSITIVE (FP): The number of BENIGN class labels, classified as DDoS attacks by the classifier. 

FALSE NEGATIVE (FN): The number of DDoS attack labels, classified as BENIGN class labels by the classifier. 

4.2.  Accuracy 

Accuracy shows how much the classifier classifies class labels truly. The logistic regression, Gradient Boost, and 

Naive Bayes models achieved the best classification accuracy of 99.58%. The decision tree model provides poor 

accuracy. Figure 1 shows the accuracy values bar-chart of the classification algorithms for DDoS attack detection. 
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Fig.1. Bar-chart of accuracy values of classification algorithms for DDoS attack detection 

4.3.  Precision 

Precision shows that the ratio of the truly detected DDoS attacks out of the total DDoS attacks class labels 

classified by the classifier. Logistic Regression and Naive Bayes provide the best precision. Decision Tree and Random 

Forest provide poor precision values. 
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4.4.  Recall 

Recall also known as sensitivity, shows that the ratio of the truly detected DDoS attacks out of total actual DDoS 

attacks. Ada Boost provides the best recall value. Gradient Boost and KNN provide almost the same recall value as the 

Ada Boost method. Decision Tree  provides a poor recall value. 
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4.5.  F1 Score 

The F1 score is the weighted average  precision and recall. Logistic Regression, Gradient Boost, and Naive Bayes 

provide the best F1-score value. Ada Boost and KNN almost provide the best F1-score value. Decision Tree also 

provides a poor F1-score value. 
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Table 1 displays the Precision, Recall, and F-Score values of the classification algorithms for detecting DDoS 

attacks. Figure 2 illustrates a bar chart of the classifiers' classification report for detecting DDoS attacks. 

Table 1. Classifier precision, recall, and F-Score values for detecting DDoS attacks. 

 
Logistic 

Regression 
Decision Tree Random Forest AdaBoost GD BOOST KNN Naive Bayes 

Precision 0.9981 0.9969 0.9969 0.9969 0.9974 0.9973 0.9981 

Recall 0.9976 0.9586 0.9742 0.9986 0.9984 0.9982 0.9976 

F-score 0.9979 0.9774 0.9854 0.9978 0.9979 0.9977 0.9979 

 

 

Fig.2. Bar-chart of classifiers Precision, Recall and F-Score values for DDoS attack detection 

4.6.  Specificity 

Specificity is the ratio of the truly classified BENIGN class labels out of the total actual BENIGN class labels. 

Logistic Regression and Naive Bayes provide the best specificity of 0.82. Random forest and Ada boost provide a poor 

specificity value of 0.70. Decision Tree gives an almost poor specificity value of 0.71. Figure 3 shows the bar chart of 

classification algorithm specificity values. 
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Fig.3. Bar-chart of specificity of classifiers for DDoS attack detection 

4.7.  ROC-AUC Score 

A ROC curve is a graph that shows a classification model's performance overall decision threshold. A decision 

threshold is a value used to translate a probabilistic prediction into a class label. Scores between 0 and 1 on the ROC-

AUC. When the ROC-AUC value is 1, the classifier correctly classifies all labels. When the ROC-AUC value is zero, 

the classifier classifies all labels not accordingly, that is, it classifies TRUE labels as FALSE labels and FALSE labels 
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as TRUE labels. With a ROC-AUC score of 0.9680, AdaBoost is the best option. Gradient Boost has about the same 

performance as the best ROC-AUC score of 0.9676.  The decision tree gives a poor ROC-AUC score of 0.8487.  Table 

2 shows the classification algorithms' ROC-AUC scores for detecting DDoS attacks. Figure 4 shows the ROC curves of 

the classification algorithms for detecting DDoS attacks. 

Table 2. ROC-AUC scores of classification algorithms for DDoS attack detection 

Classification algorithms ROC-AUC SCORE 

Logistic Regression 0.9574 

Decision Tree 0.8487 

Random Forest 0.9072 

Ada Boost 0.9680 

Gradient Boost 0.9676 

KNN 0.9081 

Naive Bayes 0.9529 

 

 
Fig.4. ROC curves of classifiers for DDoS attack detection 

4.8.  Log Loss 

The most important probability-based classification metric is log loss. The lower the log-loss number, the better 

the predictions; the log loss value is 0 for a perfect model. Gradient Boost, Naive Bayes, and Logistic Regression 

provide the best log loss value while the Decision Tree and Random Forest give the poor log loss values. Ada Boost and 

KNN give good log loss values. Table 3 shows the log loss values of the classification algorithms for DDoS attack 

detection. 
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Where N is the number of observations, p is the prediction probability and y is the actual value. 

Table 3. Log loss values of the classifiers for DDoS attack detection 

Classification algorithms Log Loss value 

Logistic Regression 0.1459 

Decision Tree 1.5170 

Random Forest 0.9856 

Ada Boost 0.1527 

Gradient Boost 0.1440 

KNN 0.1552 

Naive Bayes 0.1458 
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4.9.  Cross-Fold Validation 

Cross-fold validation is a statistical method for evaluating machine learning classification models.  A test set 

should still be kept aside for final evaluation when employing Cross-validation, but the validation set is no longer 

required. The training set is partitioned into k smaller sets in a k-Cross-fold validation. The training data for a model is 

taken from k-1 folds. After that, the model is tested against the remaining data. Here k-fold cross validation calculated 

cross-fold validation accuracy and standard deviation values. Gradient Boost, Naive Bayes, KNN, Logistic regression, 

and AdaBoost provide the best cross-fold validation accuracy values. Decision Tree provides poor cross-fold validation 

accuracy value. Ada Boost prides the best standard deviation value of 0.0074. Gradient Boost and KNN also provide 

good standard deviation values. The random forest provides poor standard deviation value.  Table 4 shows the cross-

fold validation accuracy and standard deviation values in cross-fold validation of classification algorithms for DDoS 

attack detection. 

Table 4. Cross-fold validation accuracy with standard deviation of classifiers. 

Classification algorithms cross-fold validation Accuracy(%) Standard Deviation 

Logistic Regression 99.5769 0.0113 

Decision Tree 96.3575 0.0251 

Random Forest 97.2008 0.0260 

Ada Boost 99.5540 0.0074 

Gradient Boost 99.5792 0.0092 

KNN 99.5563 0.0095 

Naive Bayes 99.5771 0.0114 

4.10.  Run Time 

The KNN has taken more time for execution than other models to classify the labels. Naive Bayes has taken very 

little time for execution to classify labels. Logistic regression, Decision Tree, and Ada Boost models were also executed 

very fast. Random forest and Gradient Boost took more execution time, but that is less than the KNN model. Table 5 

shows the classification algorithm’s run times in seconds for DDoS attack detection. 

Table 5. Run-time in seconds of the classification algorithms for DDoS attack detection 

Classification algorithms Run time (Sec) 

Logistic Regression 4.1140 

Decision Tree 12.7741 

Random Forest 686.2687 

Ada Boost 54.2303 

Gradient Boost 202.6695 

KNN 3390.3411 

Naive Bayes 0.3533 

4.11.  Discussion 

The logistic regression, Gradient Boost, and Naive Bayes models achieved the best overall classification accuracy 

and their cross-fold validation accuracy values also same with small standard deviation values. Among these Gradient 

Boost gives very small  standard deviation value. Logistic Regression, Gradient Boost, and Naive Bayes also provide 

the best F1-score and log-loss values. Logistic Regression and Naive Bayes provide the best precision and specificity 

values. Gradient Boost gives better precision and specificity values. Gradient Boost gives better recall and ROC-AUC 

score values than Logistic Regression and Naive Bayes which produce same good recall and ROC-AUC score values. 

Naive Bayes and Logistic regression executed faster than Gradient Boost. Ada Boost provides the best recall and ROC-

AUC score values while it produces poor specificity value. Ada Boost provides better accuracy, precision, F1-score and 

log-loss value. Ada Boost execution time also good. Ada Boost  cross-fold validation accuracy same as its overall 

classification accuracy. Ada Boost gives best standard deviation value in cross-fold validation. KNN produces better 

values in accuracy, recall. KNN produces good values in precision, F1-score specificity and log-loss values. KNN 

produces poor values in the ROC-AUC score and execution time. KNN produces same overall accuracy and cross-fold 

validation accuracy with small standard deviation value. Random Forest and Decision tree classification algorithms 

produce a poor classification results than other classification in this study.  

5.  Conclusions 

This quantitative research proved that machine learning classification algorithms detect DDoS attacks accurately in 

very less time by evaluating the effectiveness of the classification algorithms for detecting DDoS attacks on the 
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CICDDoS2019 dataset. Logistic regression, Gradient Boost, and Nave Bayes produced the best accuracy, F-score  and 

specificity values in the experiments. The best precision value is obtained using logistic regression and Nave Bayes. 

The best levels of precision and ROC AUC values can be found with AdaBoost. The log loss value produced by the 

Gradient boosting algorithm is the best. Naïve Bayes executed very fast. Gradient Boost produces the best accuracy, 

according to cross-fold validation. This research concludes  AdaBoost and Gradient Boost algorithms give the best 

classification results, Logistic Regression, KNN, and Naive Bayes give good classification results. When compared to 

other classification methods, Decision Tree and Random Forest produce poor classification results. For DDoS attack 

detection in future work concentrate additionally on computation space to detect DDoS attacks accurately in less time 

and less computation space, feature selection approaches [26] will be integrated with machine learning classification 

algorithms to achieve the target in future study. 
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